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Understand Organization
Identify, Assess, Prioritize Risks
Coordinate with Other Providers
Estimate Resources
Draft Plan
Propose and Solicit Feedback

Finalize Plan

Respond to Changes
Communicate for Approval (Update Plan)
Implement Plan (Perform Engagements) Assess Risks Continuously
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Information to Be Gathered Potential Source Documents

® Which control and assurance roles are operating ® Organizational chart.
in the organization (i.e., first and second lines)? » Minutes from meetings with senior management,
What are the responsibilities of each? second line management, and risk committees.
® Has the organization implemented an
enterprisewide risk management (ERM)
framework?

Developing A Risk Based Internal Audit Plan 4w ledl (s (e WA o3 3alall 038 (A& 4y 5alasl) 4alll o peaill maan o
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Information to Be Gathered Potential Source Documents
® What are the organization’s main objectives, ® Organization’s strategic plan.

strategies, and initiatives? ® Strategic plans for critical individual areas and major
® Are any major initiatives and change projects initiatives.

proposed in the upcoming period? ]

Minutes of meetings between senior management
and the board.
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Information to Be Gathered Potential Source Documents

® What are the organization’s key business ® Annual reports and public/regulatory filings.
processes? B Organizationwide risk register (also known as risk

® ‘What are the potential risks and controls in each universe).!
process? = Management's risk registers (also known as risk
Are the strategies, objectives, and plans realistic? inventories) and risk assessments, including risk and
Have all relevant risks been captured? control self-assessments conducted by the leaders of

each business area (operational risk assessments).
Results of automated risk monitoring, if implemented.

Previous assessments and reports from various

assurance providers (second line functions, internal
and external auditors).

® Detailed operational documentation (e.g., process
maps).

® Annual reports and public/regulatory filings.

‘- The Institute of
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Stakeholders to Consider
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Board: audit committee, risk
committee, governance
committees, individual board
members.

Senior management, chief risk
officer.

Second line functions.
Operational/line management.
Hurman resources.

Marketing.

Employees performing key
operational tasks.

External auditors/regulators, as
indicated (industry-specific).

AS &l clidas agh -1
Aaladl Claal (e LY e Jseanli— 2

Methods of Communication

B Face-to-face meetings.
Phone/online conferences.
Surveys.

Interviews.

Group brainstorming sessions,
workshops.

B Ongoing, informal
communication.



Audit Universe G8xill alle (daal yo 5l) oLl o

®  Organization’s strategy and B Major IT applications and

chain of value creation. information systems assets,

m  All major areas, units, including hardware, software,
B and the information they contain
their strategies, objectives, and

processes (at high level, from the (from IT management).

organizational chart, legal, B Regulatory and legal compliance
and/or ERM framework). requirements that apply to the
m Third-party vendors (from legal, organization.

rocurement, or contract - -
P . B Nonfinancial performance

indicators (e.g., environmental,
health and safety, social,

management functions).

B Processes and subprocesses of
all major functions (from process
mapping activities such as those governance).

required by 150).
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Figure C.1: Organizational Objectives, Strategies in Relation to Audit Universe

Organization’s Objectives

Objective 1

Objective 2
Objective 3
Objective 4
Objective 5

Objective &

Strategy

Strategy 1

Strategy 2

Strategy 3

Strategy 4

Objective Links

Objectives 1, 6

Objectives 1, 2, 3, 4

Objective 4

Objectives 5, 6

Initiatives

1.1
1.2
1.2
1.4
2.1
2.2
2.3
3.1
3.2
3.3
3.4
3.5
4.1
4.2
4.3

4.4

Audit Universe Link
Operations/service development, IT
Legal, finance, compliance
Governance

Operations, IT

Operations, finance

Gowvernance, legal

Operations

Governance

Support/human resources
Support/marketing
Operations/service development, IT
Operations, IT

Governance, support/marketing
Governance, risk management
Support/purchasing

Support/facilities
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Figure D.1: Risk Impact Scale and Criteria

Impact
Description

Regulatory Criteria

Operational Criteria

Financial Criteria

Catastrophic

Highly
Significant

Significant

Moderate

Lioww

5

Complex, highly regulated
environment with strict
enforcement; consequences
for noncompliance likely to
cause legal liabilities and
penalties that may result in
partial or complete
shutdown. Significant
financial and reputational
impacts.

Complex regulatory
environment; legal liabilities
and penalties for
noncompliance may receive
public attention and hawve
lasting impact financially and
reputationally.

Laws and regulations are
cansistently enforced. Legal
liabilities and penalties for
noncompliance are material.

Active regulatory
environment with small to
moderate penalties for
noncompliance.

Regulatory environment is
lax or penalty for
noncompliance is small.

One or more business units or

entire organization may be
unable to operate. Impact on
reputation.

PMultiple business units may be

significantly affected.
Organization’'s ability to
operate or serve customers
may be severely reduced.
Impact on reputation.

One or more business units
may be materially affected.
Organization’s ability to
operate or serve customers
may be significantly reduced.

Cperational effectiveness and
efficiency are moderately
damaged.

Cperational effectiveness or
efficiency could be improved,
but operations proceed
uninterrupted.

Greater than 525
million

510 million to 525
rmillion

35 million to 510
million
(material)

51 million to 55
milliorn

Less than S1 million
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Figure D.2: Risk Likelihood Scale and
Descriptions

Rating Score  Description

Very high 5 Likelihood of risk occurring is very high
relatively.

High 4 Likelihood of risk occurring is high
relatively.

Moderate 3 Likelihood of risk occurring is moderate
relatively.

Low 2 Likelihood of risk occurring is low
relatively.

Very low 1 Likelihood of risk occurring is very low

relatively.

W :
~ - The Institute of

-

Internal Auditors
7 Elevating Impact

Criteria

Operational processes are complex and controls
are not effective.

Operational processes are complex and some
control weaknesses are noted.

Operational processes are moderately complex;
minor control weaknesses are noted.

Operational processes are not complex; controls
are effective.

Operational processes are not complex. Controls
are effective.




Step 2. List auditable units vertically and specific risks horizontally and rate
impact and likelihood for each risk specific to each auditable unit.

Figure D.3 shows one customized example with each auditable unit in its own row and each risk in
a column. Each risk column is subdivided into impact and likelihood ratings specific to the auditable
unit. The ratings in this table are not weighted, so impact and likelihood ratings for each risk are
added together across each auditable unit to arrive at a total risk score for each unit. The total risk
score indicates the relative level of risk for each unit. This is only a simplified example. In practice,
formats vary greatly; and generally, impact should be weighted more heavily than likelihood.

sl Al gk Figure D.3: Specific-risk Approach with Total Risk Score

L = likelihood Risk1 Risk2 Risk3 Risk4 RiskS Risk6 Risk7 Risk8 192 ey

Basaal) jhliall mes™ 1 [ Score

Auditable Unit 1 3 2 2 < 3 5 2 3 1 5 1 3 1 2 2 5 44 MA
Auditable Unit 2 2 3 1 & 1 5 2 2 1 3 1 1 2 3 2 2 35 M
Auditable Unit 3 1 3 1 3 2 3 3 3 2 1 1 1 3 4 1 4 36 M
Auditable Unit 4 4 4 3 5 2 5 1 2 1 5 3 2 2 5 2 5 51 H
Auditable Unit 5 1 3 2 & 3 4 3 3 & 4 2 & 2 5 1 4 49 H
Auditable Unit 6 1 1 1 2 2 1 1 3 2 1 2 2 2 3 1 2 27 L
Auditable Unit 7 4 5 4 5 4 5 < 4 < 5 4 5 3 5 3 5 [=1=] E

Low (L) =0to 32 Moderate (M) = 33 to 45 High (H) = 46 to 59 Extreme (E) = 60+




Step 3. Score effectiveness of risk management and controls.

Figure D.4: Criteria to Assess Risk Management and Control Processes

Assessment of Design Criteria for Risk Management and Control Processes

® Risk management, control, and governance processes are operating effectively.
May be efficient or have room to improve efficiencies.

® Risk ownership is clearly defined and active.

Adequate
Jhlial) ands gk | " Management remediates control deficiencies or other issues discovered by
auditors and regulators.
"Badaal) jhldal) w1 " Management is proactive in risk identification and mitigation.

® Some risk management and control processes are operating effectively, but many

are not documented or monitored.

Needs Improvement
P ® Most key risks are mitigated to an acceptable level.

® Some risks but not all risks have owners.

® Risk management and controls processes are poorly designed, inconsistently

executed, or do not exist.

Inadequate
9 ® Risk information is not documented and risks are not remediated fully.

® Risk management is reactive.




Step 4. Determine residual risk.

The assessment of inherent risk, control effectiveness, and residual risk may be shown as a chart
(or “matrix”) that includes a column quantifying risks in their inherent form, a column guantifying
the effectiveness of the corresponding risk responses and controls, and a column for corresponding
residual risk. Figure D.5 shows a sample chart.

Figure D.5: Determination of Residual Risk

sl a3k

Inherent Level

Auditable Unit of Risk Control Effectiveness Residual Level of Risk
M523l J‘EM‘ Gﬁ"." 1 Auditable Unit 1 Moderate Need improvement Moderate

Auditable Unit 2 Moderate Adequate

Auditable Unit 3 Moderate Inadequate Moderate

Auditable Unit 4 High Adequate

Auditable Unit 5 High Needs improvement

Auditable Unit 6 Low Adequate

Auditable Unit 7 Extreme Need improvement
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Figure E.1: Example of Defining Risk Factors, Criteria, and Ratings

Risk Factor Name

Loss/Material
Exposure

Strategic Risk

‘- The Institute of
\ Internal Auditors
-

Elevating Impact

Considerations/Criteria

Dollar value at risk.

Annual operating expenses.

Mumber of transactions.

Impact on other areas of organization.
Degree of reliance on IT.

Public perception / reputation.
Local economic conditions.
Volatility.

Significance to strategy.
Degree of external regulation.

Recent change in legislation or regulatory
sCrutiny.

Changes in business lines or services.
Significant new contracts.

Ratings and Definition

5 = high exposure.

4 = above average exposure.

3 = average exposure.

2 = less than average exposure.
1 = little exposure.

5 = high risk.

4 = above average risk.

3 = average risk.

2 = less than average risk.
1 = low risk.



Figure E.1: Example of Defining Risk Factors, Criteria, and Ratings

Risk Factor Name

Control

Environment (CE)

Complexity

Considerations/Criteria

® Degree of process isolation.

® Degree of formalization and alignment of
objectives.

® New process/system implementation.
® n-house vs. third-party process.
® (Operational management turnover.

® Degree of performance monitoring is in place.

® Tone at the top.
® Formality of processes/procedures.
® Impact on customers.

® Degree of automation.
® Degree of specialization required to perform.
® | evel of technical detail.

® Complexity of structure, architecture
involved.

® Frequency of change.

“- The Institute of
Internal Auditors
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Ratings and Definition

5 = high risk (very weak CE).

4 = above average risk (weak CE).
3 = average (average CE).

2 = below average risk (strong CE).
1 = low risk (very strong CE).

5 = highly complex.

4 = above average complexity.

3 = average complexity.

2 = less than average complexity.
1 =simple.



Figure E.1: Example of Defining Risk Factors, Criteria, and Ratings

Risk Factor Name Considerations/Criteria Ratings and Definition
Assurance Coverage ® Type of engagement. 5 = not reviewed in last 4 years (3 years for
®m Other reviews (external, regulatory). compliance or high-impact risks).
: 4 = not reviewed in last 3 to 4 years (2to 3
®m Second line coverage. . _
years for compliance or high-impact
® Follow-up already in place. risks).

3 = reviewed in last 2 to 3 years (1to 2
years for compliance or high-impact
risks).

2 = review in last 1 to 2 years (1 year for
compliance, high impact).

1 = reviewed in last year or initiative in
place currently.

Management ® Concerns expressed in responses to surveys. 5 = management concerned, has specific

issue and reason.
4 = management has general concerns.
3 = management is neutral.
2 = management has no specific concerns.
1 = management can demonstrate
effective control over risks.

e ® Concerns expressed in interviews.

B |evel of risk awareness,

“- The Institute of
Internal Auditors
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Figure E.2: Example of Determining Total Risk Score

Impact-related Risk Factors Likelihood-related Risk Factors
Auditable |Loss/ Strategic risk Subtotal Control Complexity Assurance Manage-  Subtotal Total risk
unit material environment coverage  ment score
exposure awareness

Weight 50% 50% 35% 35% 20% 10%

Unit 1 1 2 15 2 1 3 1 1.75

Unit 2 5 5 5 3 1 5 1 2.5

Unit 3 1 5 3 4 5 4 2 4.15

Unit 4 5 5 5 5 4 5 4 455

Unit 5 5 2 3.5 4 2 2 4 29

Total Risk Score Key 4.1 to 6.5 = Moderate

Ranking scale: 1is lowest; 5 is highest. Lowest possible total score = 2. Highest possible total score = 10.
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Independont assurance
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Example:
Internal audit
plan summary

(Subject to Change Based on Risk Assessment)

1 |&uditable unit 6 4.5

2 |Auditable unit 3 24
3 |Auditable unit 7 4.2
4 |Auditable unit 5 3.1

5 |auditable unit 11 3.0

6 |&uditable unit 8 2.8

T |Auditable unit 3 1.6

B |Auditable unif 1 2.2

% |Auditable unit 2 1

Effart

[ Lo ) sl v}

10 |Auditable unit 4 1.1

1 JAuditable unit 10 Lo

Pregaration for Audit & Risk Committes Mestings

Updating Rik Assesarnent and internal duwdst Flan

Comsulting Assignments and Other Frojects

Folk-up Audits

5talf Tranirg

Etr.lt-lgl:h'tn'mlli

Engagemants Carried Forward

0 eed |0 | A | B |l | |

Quality Assurance

Bl | s | | [ e

Total Efort Bequired in a Year
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Audit Universe Identification and Assessment

Audit entity - Planning L\lqc d;\ A
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Audit entity - Fieldwork
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Audit entity - Reporting
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Technical Performance

Cost

Schedule

Arisk event that. if it occurs, will have
a severe impact on achieving desired
results. to the extent that one or more
of its critical outcome objectives will
not be achieved

Performance unacceptable;
Does not meet a KPP
requirement.

Program budget impacted
by greater than $20 million.

Key program eventor milestone
delayed by more than 3 months.

Arisk event that, if it occurs, will have
a significant impact on achieving
desired results, to the extent that one
or more stated outcome objectives
will fall below acceptable levels.

Performance unacceptable:
Significant changes required;
Does not meet a Threshold
requirement.

Program budget impacted
by greater than $10 million
but less than $20 million.

Increases critical path schedule
by 2.3 months.

Arisk event that, if it occurs, will have
amoderate impact on achieving
desired results, to the extent that one
or more stated outcome objectives
will fall well below goals but above
minimum acceptable levels.

Performance below goal:
Moderate changes required;
Does not meet a Threshold
requirement.

Program budget impacted
by greater that $2 million,
but less than $10 million.
Does not require significant
use of program cost and/or
schedule reserves

Moderate schedule slip.1- 2
month schedule slip.

Arisk event that, if it occurs, will have
aminor impact on achieving desired
results, to the extent that one or more
stated outcome objectives will fall
below goals but well above minimum
acceptable levels.

Performance below goal but
within acceptable limits; No
changes required; Does not

meet an objective requirement.

Program budget impacted
by less than §2 million;
Development or production
cost goals exceeded by 1-
5%.

Minor schedule slip. Non-critical
path activities late; impactto
critical path up to 1 month slip.

Arnsk event that, if it occurs, will have
little or no impact on achieving
outcome objectives.

Requires minor performance
trades within the threshold -
objective range; No impact on
program success.

Program budget not
affected; Cost increase can
be managed within plan.

Schedule notaffected; Schedule
adjustments can be managed
within plan. Ableto meetkey
milestones with no schedule
float
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